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SIEM & it's Capabilities

[ SIEM Capabilities ]

SIEM solution is an essential
piece of a security operations
center (SOCQC) toolkit.

SIEM solutions collect data

from across an organization's Vulnerability Detection
security architecture and alert

cllolarcls1d SCHELIT R CIs [ ISECURIB ConfigurationASsessment
detection and response to
threats. Regulatory Compliance

Security Log Analysis

Vulnerability Detection
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Why Wazuh SIEM?

Wazuh is a free and open source security platform that unifies XDR and SIEM capabilities. It
protects workloads across on-premises, Vvirtualized, containerized, and cloud-based
environments. Wazuh helps organizations and individuals to protect their data assets against
security threats.

Some of the more common use cases of the Wazuh solution-

« Intrusion detection . IT Hygiene
« Log data analysis « Cloud security
. File integrity monitoring * Containers security
« Anomaly and Malware detection * Posture Management
N _ « Workload Protection
« Vulnerability detection
« VirusTotal integration
« Configuration assessment
« INncident response
« Regulatory compliance (NIST, PCIDSS, GDPR, NIST, TSC and HIPAA)




Integrations

« Microsoft 365 and Microsoft 365 Defender

« Malware Detection with Virultotal with Active Response
« Malware Detection with Yara with Active Response

« SSH brute-force detection with Active Response

« Monitoring malicious command using aduitd

« Suricata integration for IDS

« Building IOCs file threat intelligence

« LimeRAT detection with active response

« Thehive integration for incident response

« Cortex Integration with Thehive for observable analysis




WAZUH SIEM Deployment

Wazuh can be deployed in two ways:

- All In One: Wazuh Server and ELK Stack are installed and configured on the same system.

- Distributed: Each component is setup on a seperate Server.

. Standalone SIEM Deployment + SIEM Cluster Deployment
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Preparing for the Installation

« Operating System:

Wazghscan be installed on various operating systems, including CentOS, Debian, Ubuntu, Windows, and
macOS.

« Hardware Specifications:

Hardware requirements highly depend on the number of protected endpoints and cloud workloads.

 Software Dependencies:

Wazuh requires several software components, including Elastic Stack, Filebeat, and Wazuh Manager.

Elastic Stack is a set of open-source tools for data processing and analysis, including Elasticsearch,
Logstash, and Kibana.

Filebeat is a lightweight agent that collects log data from different sources and forward it to
Elasticsearch.

Wazuh Manager is the central component of the Wazuh architecture, which receives data from the
Wazuh Agents and processes it to generate alerts and notifications.
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Step-by-Step Installation

- Step 1: Set Up Wazuh Server

« Install Wazuh
- Install Wazuh Manager
« Install Elasticsearch

« |Install Filebeat :
] Linux Server
« Install Kibana




Step-by-Step Installation (Cont.)

- Step 2: Install and Configure Wazuh Agents

« Configure Windows Agent into Windows Host

« Configure Windows Agent into Linux Host




Step-by-Step Installation (Cont.)

Step 3: Install and Configure Syslog Server

Configure Linux Server as a Syslog Server

« Configure Wazuh Agent into this Syslog Server




Step-by-Step Installation (Cont.)

Step 4: Configure Network Devices to Send the Log to the Syslog Server
Set the Destination Address to Send the Log from the Devices to Syslog
Server.

 Check the Incoming Logs From the Syslog Server.
« Configure Wazuh Server to Receive the Log From the Wazuh Server.
 Check the Incoming Logs for Syslog Server Pr—

Step 5: Configure Security Event Collection

Step 6: Enable Real-time Monitoring and Alerting

Step 7: Perform Regular Log Analysis and Incident
Investigation

Step 8: Continuously Enhance Security Posture \ )




Complete Diagram with Wazuh SIEM
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Data Flow between Wazuh and connected devices.

Windows
Host

Syslog
Server




Wazuh SIEM Demo




Agents overview

All configured Host (Agent) is showing into the Agents List with Active, Disconnected, Pending Never Connected List.

& elastic

WV Agents

3
@ Active (2) %8 :
Active Disconnected Pending Never connected Agents coverage «Eé @ disconnected
® Disconnected 2 1 0 66.67% § 1:?: ® active
(1) 8 3
Pending (0) Last registered agent Most active agent é%
00:00  12:00
Never syslog DESKTOP-SJKBONS
® connected (0) L timestamp per 10 minui
status=active x Filter or search agent G Refresh
Agents (2) (® Deploy new agent oy Export formatted eH
ID ™ Name IP address Group(s) Operating system Cluster node Version Status Actions
002 DESKTOP-SJKBONS 103.187.25.7 default Microsoft Windows 10 Pro 10.0.19045.3570 node01 vd 4.4 ® active DN
003 kali 103.187.25.6 default e} Kali GNU/Linux 2023.2 node01 v3.13.6 ® active Ry
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Security Events Monitoring
(Failed Login Attempts)

& elastic

= . WGZUh. " Medules syslog Security events (@

Security Alerts

Time /-

Oct 23,2023 @
11:48:50.977

Oct 23, 2023 @
11:48:48.975

Oct 23, 2023 @
11:48:48.468

Oct 23, 2023 @
11:45:38.306

Oct 23, 2023 @
11:45:36.307

Technique(s)

T1110.001

T1110.001

T1110.001

T1110.001

T1110.001

T1021.004 T1078

T1021.004 T1078

T1021.004 T1078

Tactic(s)

Credential Access, Lateral Movement,
Defense Evasion, Persistence, Privilege
Ezcalation, Initial Access

Credential Access

Credential Access, Lateral Movement,
Defense Evasion, Persistence, Privilege
Escalation, Initial Access

Credential Access, Lateral Movement,
Defense Evasion, Persistence, Privilege

Escalation, Initial Access

Credential Access

Description

sshd: Attempt to login using a non-existent user

PAM: User login failed.

sshd: Attempt to login using a non-existent user

sshd: Attempt to login using a non-existent user

PAM: User login failed.

Level Rule ID
5 5710
5 5503
5 5710
5 5710
5 5503




Security Events Monitoring
(Successful Login Attempts)

& elastic

® wazuh. v weus

Top 5 alerts

Security Alerts
Time 4 Technique(s)
s Oct 19, 2023 @
172827161
N Oct 19, 2023 @
05:32:45,503
s Oct 13, 2023 @
06:01:14.858

syslog Security events

e Top 5 rule groups e Top 5 PCI D55 Requirements

® authentication_success

L ]
.
o
1=}

Tactic(s) Description

Cisco 1OS: Successful login to the router

Cisco IOS: Successful login to the router

Cisco 105: Successful login to the router

Lewvel

Rule ID

4722

4722

4722
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File Integrity Monitoring Dashboard

@& elastic

= . WGZ U h - N Modules kali Integrity monitoring &

nventory Dashboard Events

Files (3250)

Filter or search file

File -1~ Last Modified User User ID Group Group ID

Shin

Jhoo

Sfboot

Fhoots

JShooty

Jbhoot

Jun 14, 2023 @

root o root o]
14:42:22.000
) May 12, 2023 @
t/System.map-6.1.0-kali9-amde4d o root o root (o]
21:2:55.000
) . May 12, 2023 @
feconfig-6.1.0-kalig-amdod - root O root o
21:20:55.000
grub/fonts/unicode.pf2 Jul &, 2023 @ 09:55:01.000 root o root o
grubsgrub.cfg Jul 6, 2023 @ 09:55:15.000 root o root o
Jun 14, 2022 @
Sgrubysgrubenv root o root o
18:371:20.000

- ldentifying changes in context, permissions, ownership & attribute

- G
- U
- U

raph view of modified, added and deleted files over time
se case of detecting threat
se case of regulatory compliance like ISO 27001, NIST 800-53

) kali (003) X

v Export formatted

Size

83

258800

2392304

G894
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VirusTotal Integration

= @ wazuh.

Dashboard Events

[E1 ~ Search
manager.name: wazuh
wazuh-alerts-* ~~

Q. Search field names

(& Filter by type

Selected fields

t | agent.name

t data virustotal malicious
t | data.virustotal.permalink
t datavirustotal positives
t | data.virustotal.source.file
t data virustotal total

Available fields

t agentid

t| agentip

t  dataintegration

t data.virustotal.description
t data virustotal error
t | data.virustotal.found
t data virustotal scan_date

t| d

ata.virustotal.shal

t | data.virustotal.source.alert_id

# | data vinistotal source mas

rule.groups: virustotal

N Meodules VirusTotal @

+ Add filter
=
o
E
s
3
o
Time - agentname
> Dec 12, 2823 @ 86:28:18.191 wazuh
N Dec 12, 2823 @ ©6:28:15.811 wazuh
3 Dec 12, 28623 @ ©6:29:13.267 DESKTOP-SJKBEN
8
3 Dec 12, 2823 @ ©6:20:18.679 DESKTOP-SJKBEN
a8
N Dec 12, 2823 @ ©6:20:84.451 DESKTOP-SJKBeN
4

#) Explore agent

KaL ~  Last 24 hours Show dates G Refresh
46 hits
Dec 11, 2023 @ 11:32:47.787 - Dec 12, 2023 @ 11:32:47.787 Auto ~
timestamp per 30 minutes
data.virustotal.source.file data.virustotal.permalink data.virustotal.malicious data.virustotal positives data.virustotal.total
- a - -
Yy YCurrentCo - a _ B
ices\Shared esshPara
ewallPolicy\Fi 11Rules
HKEY_LOCAL_MACHINE\System\CurrentCo - e - -

ices\W32Time\SecureTim

Real Time Virus and malware detection
Effective way of inspecting monitored files for malicious content
Manager & Endpoint both needs manual integration remediation
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VULNERABILITY DETECTION:

« Discover vulnerabilities of OS and applications installed on the monitored endpoints and
matches to CVE & CVSS

« Automatic vulnerability detection and assessment

« External vulnerability feeds indexed by National Vulnerability Database (NVD),
Canonical, Debian, Red Hat, Arch Linux Advisories Security (ALAS), Microsoft.

Office 365 Integration:

« Event Severity Graph
« Phishing and Malware Information
o User Activity Information

MITRE ARR&CK

- Review MITRE ATT&CK techniques in environment mapped to problem reports
- MITRE tactics and their associated techniques

- Alert evolution by Graph 19




Security Configuration Assesment:

- Scan to detect misconfiguration and exposures, based on CIS controls

- Recommends remediation action

Container Security:
« Providing Comprehensive visibility into container resources

« Capability to audit Kubernetes Infrastructure
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